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Objectives 
• Describe how social media is being used in the 

academic setting. 

• Discuss legal and ethical concerns about the use of 

social media and technology in the classroom and 

educational environment. 

• Outline recommendations for social media policies 

for students, faculty and staff. 



Native or Immigrant? 
Digital Native Digital Immigrant 



Digital Virgin 





Description 
• Social Media: media for social interaction, using 

highly accessible and scalable communication 

techniques. Social media is the use of web-based 

and mobile technologies to turn communication 

into interactive dialogue.” (Wikipedia) 



Popular Social 
 Media Sites 

• Google Groups - Set up 
online groups and mailing 
lists. 

• Linkedin - Business-related 
social networking site.  It is 
mainly used for 
professional networking 
and job searches. 

• Tumblr - Blogging 
platform popular for short 
commentary and photos. 
Posts can be  
“reblogged” to be easily 
shared through other 
Tumblr blogs. 

 

 

• Facebook - Used by more 
people than any other social 
site. Post photos, blog, and 
keep in contact . 

• Flickr - Online photo 
management and sharing 
application. Allows users to 
comment and bookmark 
favorite photos. 

• Foursquare - Location-based 
social networking website for 
mobile devices. Users "check-
in" at venues using a mobile 
website, text messaging or a 
device-specific application. 
Each check-in awards the 
user points and sometimes 
"badges". 

 

 



Popular Social  
Media Sites 

• Word Press - One of the most 
common blogging platforms . A 
blog is an easy-to-update 
website or webpage where 
authors write regular entries in a 
diary-like format and  engage in 
conversations with the author 
and other readers. Wordpress is 
and can be used to create more 
full-features sites as well. 

• YouTube - The primary social 
video site, and part of the 
Google family. Short videos are 
converted to a web-format and 
available instantly online. Not all 
of YouTube is public. You can 
share links to videos privately or 
allow users to subscribe to a 
video “channel.” 
 
 
 

• Twitter - An  online social 
networking and microblogging 
service that enables its users to 
send and read text-based posts 
of up to 140 characters, 
informally known as "tweets." It is 
sometimes described as the "SMS 
of the Internet.  

• Wikipedia - A collection of web 
pages that encourage users to 
contribute or modify the content. 
Using a simple web interface, a 
community can collaborate on 
developing a document or Web 
page. Wikipedia is one of the 
most well-known public wikis. A 
wiki can be either public or 
private, open or closed, 
depending on the preferences of 
the community using it. 
 
 



“I could really use a coffee this morning. It’s so cold 

outside!” 

“Mocha time! #starbucks” 

“Sean just checked in at Starbucks (Mack at Woodward).” 

 

Watch this barista make amazing art with foam! 

Currently seeking employment at a quality coffee shop. 

See resume. 

“I’m heading to Starbucks if anyone wants to meet me 

there.” 

 

Examples of Social Media Posts 



http://www.hongkiat.com/blog/55-interesting-social-media-
infographics/ 



Faculty Use of Social 
Media 



 

Findings of 2011 Pearson Social Media Survey 

 

• 1,920 Faculty members surveyed 

• More than three-quarters of faculty visited a social media site 
in the past month 

• Over 90% of faculty are using social media in courses they’re 
teaching  

• Nearly two-thirds have used social media during class 

• 30% have posted content for students to view/read outside 
class 

• 40% have required students to read/view social media as part 
of an assignment 

• 20% of faculty have assigned students to comment/post to 
social media sites 

• 80% of faculty report some form of class use of online video 
• http://www.pearsonlearningsolutions.com/educators/ 

pearson-social-media-survey-2011-bw.pdf 

 

 



Social Media Usage 
• When you think about how you use social media, do you use 

these tools for PROFESSIONAL uses such as with students or 
colleagues or for PERSONAL use during your free time? 

 

 

 

 

• It is said that Facebook is a backyard barbecue. 

Twitter is the cocktail hour and Linkedin is  a 

business luncheon. (Social Media Usage Trends Among Higher 

Education Faculty September 2011 www.FacultyFocus.com)  

 

http://www.facultyfocus.com/


Social Media Usage 
• How often to you use Social Media? 

 

 

 

 

 

 
(Social Media Usage Trends Among Higher Education Faculty September 

2011 www.FacultyFocus.com)  

 



Social Media Usage 
• Have your “friended” a student on Facebook? 

 

 

 

 

• In their own words: 
o I have a policy that no current students can friend me - I have had "alums" of 

my classes friend me, however, which I find acceptable because I make sure 
that my FB account is always appropriate and never too personal. 

o I was goaded into joining Facebook by some of my undergraduates one year. 
After that term was over, I was unsure on how to properly conduct myself on it, 
seeing as how these students would see my every post. I ended up un-
friending most of them. 

• (Social Media Usage Trends Among Higher Education Faculty September 
2011 www.FacultyFocus.com)  

 

 

 



Social Media Usage 
• Despite the benefits of social media, problems can arise 

when the technologies are used in inappropriate ways or 
at inappropriate times. Have you encountered any of the 
following issues with your students?  
 
 
 
 
 
 
 
 
 
 
 
 
 

• (Social Media Usage Trends Among Higher Education Faculty September 2011 www.FacultyFocus.com)  

 
 
 

 
  



Use of Social Media by 
Dental Educators 

Study/Authors Conclusions 

• Participants: 443 full time 
dental and dental 
hygiene faculty from 
Loma Linda, Dalhousie & 
Indiana University, 
University of Detroit Mercy 
and University of Illinois at 
Chicago, participated in 
an online survey. 

• Authors: Marjorie Arnett, Loma 
Linda University, Laura Romito, 
Indiana University, Jill Loewen, 
UDM, Poster at 2012 ADEA Mtg. 

• Facebook is the most popular 
social media network with dental 
faculty and used regularly. 

• Personal use it the main reason 
dental educators used social 
media accounts. 

• There is room to increase the 
professional use of the networks 
with education or training. 

• 36% of the respondents do not 
have a social media account or 
do not use it. 

• The primary barriers to using 
social media are time and 
privacy concerns. 
 



Think-Pair-Share 
• Should a student be accountable for an illegal act 

discovered through Facebook postings? Do you 

have academic policy that addresses off site 

conduct, after hours conduct, etc. 

• Should a student be accountable for unprofessional 

behavior discovered through Facebook postings? 

• Reconsider the questions and replace student with 

faculty or staff? 

 



Legal/Ethical Issues 
Lessons and Lesions 



Legal Issues: Protections 
o Freedom of speech: First Amendment  

• The First Amendment protects an individual’s 

right to speak, write, and gather freely – so far 

as it does not cause harm or incite violence.  

oCongress shall make no law respecting an 

establishment of religion, or prohibiting the 

free exercise thereof; or abridging the 

freedom of speech, or of the press; or the 

right of the people peaceably to assemble, 

and to petition the Government for a 

redress of grievances. 

 

 

 

 



Lesson: 
Freedom of Speech 

• The First Amendment  does not allow an individual 

to say whatever  they want, whenever they want 

and to whomever they want. 

• Speech is not  limited to the written or spoken word, 

and includes all types of expression. This applies to 

visual interpretations, as well as artistic forms of 

speech. 

• Symbolic speech—symbols that have meaning (for 

example, a swastika or peace sign)—is covered by 

what we often refer to as freedom of speech. 



Lesson: 
Freedom of Speech 

• Right to free speech means that you are allowed to 

express yourself without interference or constraint 

by the government. The U.S. Supreme Court has 

been involved in this debate for nearly a century 

and has determined that the government can limit 

both the content of speech and the ability to 

engage in speech as long as the government has a 

“substantial justification.” 



Case: Bernie The Cadaver 
• Facebook postings of Amanda Beth Tatro; 

•  Gets to play, I mean dissect, Bernie today. Lets see if I 

can have a lab void of reprimanding and having my 

scalpel taken away. Perhaps if I just hide it in my sleeve .  

• Is looking forward to Monday's embalming therapy as 

well as a rumored opportunity to aspirate. Give me 

room, lots of aggression to be taken out with a trocar. 

• Who knew embalming lab was so cathartic! I still want to 

stab a certain someone in the throat with a trocar 

though. Hmm..perhaps I will spend the evening updating 

my "Death List #5" and making friends with the 

crematory guy. I do know the code . . . . 



Case: Bernie the Cadaver 
• Disciplinary actions included a grade dropped from a C+ to 

an F, she was made to enroll in an ethics course, write an 
apologetic letter and also has to undergo a psychiatric 
evaluation. Tatro was also placed on academic probation in 
the last year of study as an undergraduate. 

 

• The former student took the matter to the Court of Appeals, 
lost the case, asked the state Supreme Court to review it. The 
university wishes to defend its decision to discipline her; Tatro 
views the matter as a violation of her rights to free speech.  

• The Minnesota Supreme Court heard arguments  in February 
2012 concerning how much freedom of speech a student is 
entitled to on social networks — and therefore whether the 
academic institution was justifiable in its actions of disciplining 
the student. Decision delayed because one of the sitting 
judges recused himself. Former student asked for another 
hearing. 

 



Plaintiff vs. Defendant  
Ms. Tatro University of Minnesota 

• Freedom of speech 

• Not a “true threat” 

• Student was “off 
campus” 

• Did not use real name 
of cadaver 

• No procedures were 
described in detail — 
something that student 
rules forbid.  

 

 

• Professionalism and 

professional standards 

• Reputation of program  

• Impression of 

community 

• Context matters 

 



Freedom of Speech 
• Prohibited speech 

o Fighting words—speech that would incite hatred or violence has been 
constitutionally prohibited for nearly 60 years. 

o Advocating illegal activity—speech that would encourage others to 
engage in illegal activity is not afforded any protection. 

• Limitations Placed on Speech 
o Commercial speech—a specific type of speech afforded First 

Amendment protections. 

o Obscenity—is regulated, and depending on the context, can be 
prohibited. 

o Defamation—publishing a statement that is false, although proffered as 
fact, that is harmful to the reputation of another person or organization. 

o Profanity—different from obscenity, profanity can be regulated if it is 
integrated into speech that is clearly prohibited. 

o Copyright, trademark and patent—regulated by law and giving owners 
exclusive rights, others are prohibited from speech or expression that 
infringes on an owner’s rights. 



Another example 
• February 26, 2010 Chronicle of Higher Education: 

 

• Gloria Y. Gadsden, an associate professor of sociology at East 
Stroudsburg University of Pennsylvania, was escorted off the campus on 
Wednesday because of jokes she had made on her Facebook page 
about wanting to kill students. 
 

• On Monday the professor posted this update: “Had a good day today, 
didn’t want to kill even one student.:-) Now Friday was a different story 
…” In another comment, on January 21, she wrote: “Does anyone know 
where I can find a very discrete hitman, it’s been that kind of day.” 
 

• A student notified university administrators of the professor’s Facebook 
comments, and officials decided to place the professor on administrative 
leave while they investigated. “Given the climate of security concerns in 
academia, the university has an obligation to take all threats seriously 
and act accordingly,” said Marilyn Wells, interim provost and vice 
president for academic affairs, in a written statement. 



Legal Issues: Protections 
• Search and seizure: Fourth Amendment  

• Individuals are protected from illegal search and 

seizure and guaranteed due process unless 

information is found in plain view. 

• Lesson: Social media postings are “user generated 

content”.  

In a search and seizure consideration,  an individual 

can “consent” to a search. Users have chosen to 

post, thus “consent” has been given. 

 



Privacy 
 

• Constitutional Protected Right to Privacy 

• Issues to consider: 
o Defined as personal information that an individual deems important and 

unattainable by the general population  

o Personal information includes a person’s name, physical address, e-mail 

address, online username, telephone number, social security number, and 

any other information with which that person could be identified 

o Privacy also involves the individuals right to control the dissemination of 

personal information.  

o Social networks state that they are not private and that information shared 

is done in a public forum. 

 

 

 

 

 



Privacy 
• “The extent to which the Fourth Amendment 

provides protection for the contents of electronic 

communications in the Internet age is an open 

question.  The recently minted standard of 

electronic communication via emails, text 

messages, and other means opens a new frontier in 

Fourth Amendment jurisprudence that has been 

little explored.  
o (Quon v. Arch Wireless Operating Co., 529 F.3d 892, 904 (9th Cir. 2008) (holding that searching an employee’s text 

messages was reasonable and was not an infringement of  Fourth Amendment rights),  rev’d sub nom. City of Ontario 

v. Quon, 130 S. Ct. 2619 9(2010)  



Privacy 
• A social media site typically incorporates one or 

more of the following:  blogs,   microblogs (Twitter),   

social networks (Facebook, MySpace, LinkedIn),  

media sharing (YouTube),  wikis,  and virtual  worlds. 

• The main difference between these elements of 

social media and other web based technologies, 

such as electronic communication (e-mail and 

instant messaging)  and online storage (like  

• Mozy), is the sharing aspect.  
o (A FOURTH AMENDMENT STATUS UPDATE:  APPLYING CONSTITUTIONAL 

PRIVACY PROTECTION TO EMPLOYEES’ SOCIAL MEDIA USE Alexander 

Naito*  J. of Constitutional Law. 



 Beware and Be Aware 
• Offensive or threatening postings. Concerns about safety 

• Cyber stalking 
o One third of the states within the US  have laws that deal directly with 

cyberstalking, which means that the laws were either written or rewritten to 

cover stalking over the Internet or with other electronic communication 

devices, such as cell phones and pagers. 

o All fifty states have laws related to stalking 

o Federal law protections exist 

• Cyber bullying 
o Virtual bathroom wall. 

o Campus Gossip Walls (campusgossip.com, collegeACB.com (Anonymous 

Confession Board), and collegewallofshame.com 

• Discriminatory behavior (ethnic, racial, gender, religious) 

• Criminal activity 



Patient-Provider 
Relationships 

• Student Responses/Comments 
o Observations/comments on race, sex, religion related to patients (Yoder 

vs. University of Louisville) 

o Experiential learning; student teacher dresses as pirate and drunk( Snyder 

v. Millersville University) 

• Patient-Provider Relationships 
o Stalking 

o Harassment 

• Confidentiality 
o Protection of patient privacy 

• Digital Boundaries 
o Dual relationships; multiple roles exist between provider and patient e. g. 

student, friend, family member, employee or business associate. 



Challenge Recommendation 

Managing your identity and 
professional image 

• Electronic self audits to monitor 
your online presence. 

• Max. online privacy settings for 
personal profiles and social 
networking sites 

• Develop a professional biography 
for patients to find 

Using social media in a professional 
manner 

• Posted content is public and 
permanent. 

 

 

 
 
 



Patient-Provider 
Relationships 

• Student tells you that she has provided patient with her 

telephone number in case patient has to cancel. Now 

patient texts or calls about 20 times a day, including 

weekends. Student doesn’t want to “lose” the patient 

because it will fulfill a requirement. 

• Student found patient on Facebook and thinks patient is 

being abused by her live in boyfriend. She has hinted to 

the patient her concerns, but not received much of a 

response. She is worried and asks you what to do. 

• Questions for discussion: 
o How would you respond?  

o Do you have program/school/university policy that applies? 

o Share your story. 

 

 



Legal Issues 
• Torts 

o Defamation 

• Posted content harmful to 

reputation  

• Intentional infliction of 

emotional distress 

o Interference with 

advantageous economic 

relations 

o Fraud 

o Misrepresentation 

 

• Posted content 
o Third Party Content: 

compliance with applicable 

copyright laws 

o Content Ownership 

• Source of discovery 

• Employment Practices 
o Hiring/firing practices 

• Litigation Impact 

 

 

 



Ethics 
• Faculty, staff, students, alumni, applicants. 



Social Media Use/Misuse 
• Criticism of colleague, supervisor, faculty, institution 

o Cyberbullying - ratemyprofessor.com 

• Posting of photographs 

• Post on personal email comes to attention of 
university/college personnel or alumni/donor. 

• Students’ post photos that become part of 
student/faculty site. 

• Evaluation of applicants for hiring, enrollment, 
awards, promotion and tenure.  

• Staff shopping, playing games etc. during workday. 

• Posting animated videos: spoof vs. embarrassment 

• Discussing “patient” cases  

 



OMG 

• Has your program/institution faced any of the legal 

or ethical issues discussed?  
o How could they have been prevented? 

o How were they addressed? 

• Are there additional legal or ethical challenges you 

have faced related to social media? 

 



Ethical Issues 
Ethical Principles In the Academy 

• Autonomy/privacy 

• Veracity 

• Nonmaleficence 

• Justice 

• Confidentiality 

• Academic integrity 

• Professionalism and 

eprofessionialism 

• Professional 

responsibility 

 

 



“Digital Detritus” 
• A Digital Trail: computers, email accounts, Internet 

access, VP access, regular phone, VOIP service, cell 

phone, alphanumeric pager, RSA SecurID token, 

video surveillance and records of badge entry and 

exit 

• Electronic workplace and beyond 

o Living personal lives online and online within the 

office  

• Faculty/Staff Expectation of privacy for  

o Email 

o Voicemail 

o Internet use 

 



Access and Monitoring of Social Media 

• Have separate provisions for on- and off- duty social 

media use. 

• Be aware of employee privacy rights regarding your 

access and monitoring  of employee social media use.  

Policy should be clear that a “personal” or “private” or 

“password protected’ email, Internet or other computer 

file is still subject to access and monitoring. 

• Some states have privacy protections beyond federal 

protections which may apply to social media. 

• If you never monitor, may be your practice  waives the 

right.  So, there is an expectation of privacy, when there 

was none intended by the employer. 

 



Challenges 

o A faculty member posted negative comments about an interaction with 

her child and a teacher at your institution’s  childcare center. The 

comments were inflammatory and elicited negative feedback from her 

friends. 

o A student enters a faculty members office just as the faculty member 

opens up a Facebook link, associated with a student’s address, resulting in 

a pornographic video with sound. 

o A faculty person is videotaped at a university event in a drunken state. A 

student, at the event, posts the video at it goes like “viral” to students, 

faculty and staff. 



Unintended 
Consequences 

• Dental hygiene students at a local college had organized a group on 
Facebook that allowed the student dental hygiene chapter  to post 
announcements and where students could frequently blog, sharing day-
to-day study tips and arranging study groups. A student related clinical 
error occurred in a local facility and the student was dismissed from 
clinical for the day pending an evaluation of the error. That evening, the 
students blogged about the error, perceived fairness and unfairness of 
the discipline, and projected the student’s future. The clinical error was 
described, and since the college only utilized two facilities for clinical 
experiences, it was easy to discern where the error took place. The page 
and blog could be accessed by friends of the students, as well as the 
general public. The students in this scenario could face possible expulsion 
and discipline. These blogs can be accessed by the public and the 
patient could be identified because this is a small community.  This is a 
violation of employee/university policies. 

•  Adapted from a case from the National Council on State Boards 
 of Nursing https://www.ncsbn.org/Social_Media.pdf) 
 
 
 



Best Practices 
• How  and when do you educate staff, faculty, 

adjuncts about institutional and program policies? 

• How and when do you educate students 

concerning eprofessionalism, expectations, 

standards and consequences? 

• Do your academic/clinical policies address social 

media, eprofessionalism, off site activities? 

 



Social Media Policy 



Mirror, Explorer and 
Probe 

• Policies, policies, policies 

• Assess current policies: university, school/college, 

programs 

• Identify needs (netiquette, mass communication, 

guidelines, policies, consequences/remediation 

• Seek and find/create 

• Share with stakeholders 

• Adopt and educate 



Does your institution  

have a social media policy? 

• Faculty Focus Survey 
o Yes: 29.4% 

o No: 30.0% 

o Not Sure: 40.6% 

 
 

• Allied Program 

Directors 
o Yes: 47% 

o No: 25% 

o Not sure: 29% 



Social Media Netiquette 
 

1983 Suggestions Current 
• Put items in appropriate 

group 

• Reply via mail 

• Exhibit care in preparing 
items 

• Read follow-ups 

• Don’t be rude or abusive 

• Avoid sarcasm and 
facetious remarks 

• Use descriptive titles 
(message line) 

• Cite references 
• Be brief 

• Put best foot forward 

• Be authentic 

• Be generous-contribute 
something 

• Don’t ask people to shill 
for you 

• Don’ mass message 
people 

• Link to sources 

• Invite with care 

 



Netiquette 
• Never Forget that the Person on the Other Side is Human. Because your 

direct interaction is with a machine, it is easy to forget that the ultimate 
interaction is with another human being. Just as people tend to act 
differently when speaking over the telephone, they also tend to write 
things in e-mail they'd ordinarily never say to a person's face. 
 

• Be Careful with Humor and Sarcasm. Because the visual cues are absent, 
many people cannot tell if your comments are meant seriously or 
facetiously. The sideways "smiley face'', :-) has become the accepted 
symbol for indicating humor, but be warned that some people 
(intentionally or unintentionally) do not use it. 
 

• Be Brief. Someone pays for all e-mail. While there is no policy at Rutgers 
directly charging users for e-mail privileges, the money, in some way, 
partially comes out of your pocket (i.e., taxes). 

 
• Don't Overdo Signatures. Long signatures (over 5 lines) tend to waste 

resources and are boring to read after the first few times. 
o Rutgers University 



Guidelines for Mass 
Communication 

Appropriateness  

•  The content of mass distribution messages should be 
appropriate for the majority of the targeted list 
population and not a small subset.  

•  Messages advertising events must be for events that 
have a direct relationship with College of Palate city  
and must be sponsored by a recognized CPC entity.  

• A posting pertaining to a personal event someone will 
be attending (e.g. Walk for the Humane Society) 
encouraging others to join is not appropriate unless CPC 
is a recognized sponsor of the event.  

• Reminder messages are to be limited to just one 
message per event every thirty days.  

• For sale messages of personal products or services are 
not permitted. 

 



Guidelines for Mass 
Communication 

Sender 

• Messages should be clear and concise - no more than 
one page. Additional information may be made 
available via a link in the text of the e-mail.  

• Messages must originate from a CPC account. 

• Messages from student organizations must originate from 
the student organization e-mail account of an actively 
registered Student Life Office organization. 

• Full details are required and messages may be rejected 
for resubmission if obvious information is missing.  

• Subject lines must be descriptive in nature about the 
content of the e-mail. Don't try to deceive or trick 
recipients into opening e-mails missing.  

 

 

 



Guidelines 
• A general rule, principle, or piece of advice. 

• Principles  
o Credibility 

o Authenticity 

o Privacy 

o Confidentiality 

o Accountability 

 



American Medical 
Association Policy 

• Physicians should be cognizant of standards of patient privacy and 
confidentiality that must be maintained in all environments, including 
online, and must refrain from posting identifiable patient information 
online. 
 

• When using the Internet for social networking, physicians should use 
privacy settings to safeguard personal information and content to the 
extent possible, but should realize that privacy settings are not absolute 
and that once on the Internet, content is likely there permanently. Thus, 
physicians should routinely monitor their own Internet presence to ensure 
that the personal and professional information on their own sites and, to 
the extent possible, content posted about them by others, is accurate 
and appropriate. 
 

• If they interact with patients on the Internet, physicians must maintain 
appropriate boundaries of the patient-physician relationship in 
accordance with professional ethical guidelines just, as they would in any 
other context. 
 



AMA Policy 
• To maintain appropriate professional boundaries physicians 

should consider separating personal and professional content 
online. 

 

• When physicians see content posted by colleagues that appears 
unprofessional they have a responsibility to bring that content to 
the attention of the individual, so that he or she can remove it 
and/or take other appropriate actions. If the behavior 
significantly violates professional norms and the individual does 
not take appropriate action to resolve the situation, the physician 
should report the matter to appropriate authorities. 

 

• Physicians must recognize that actions online and content posted 
may negatively affect their reputations among patients and 
colleagues, may have consequences for their medical careers 
(particularly for physicians-in-training and medical students), and 
can undermine public trust in the medical profession. 

 



Social Media Policy 
General Guidelines Personal 

• Maintain confidentiality 
• Maintain privacy 
• Respect university time and 

property 
• Do no harm 

• Understand your personal 
responsibility 

• Be aware of liability 
• Maintain transparency 
• Correct mistakes 
• Be a valued member 

• Think before you post 
• (ADDITIONAL SECTION ON 

REPRESENTING THE UNIVERSITY) 
• University of Michigan 

• Be authentic 

• Use a disclaimer 

• Don’t use U- M Logo 

• Take the high ground 

• Don’t use pseudonym 

• Protect your identity 

• Does it pass the publicity 
test 

• Respect your audience 

• Monitor your comments 
o http://voices.umich.edu/docs/So

cial-Media-Guidelines.pdf 

 



12 Words 
• Don’t Lie, Don’t Pry 

• Don’t Cheat, Can’t Delete 

• Don’t Steal, Don’t Reveal 
• Mayo Clinic 

 



12 Words 
• Don’t lie: a good rule in general, it is particularly 

important online, where nothing is transient and 
everything is searchable. 

• Don’t pry: Do not seek out personal health care data or 
potential protected health information as a part of a 
social platform conversation. 

• Don’t cheat: We’ve all heard the old proverb that 
“Cheaters never prosper,” but some harbor lingering 
doubts about whether it’s true. In social media, cutting 
corners is much more likely to be discovered and 
exposed, and when the truth is revealed it won’t be 
pretty. Everyone makes mistakes; confess yours 
immediately. Intentionally “gaming” the system, 
however, will not reflect well on you or your organization. 

 

 



12 Words 
 

• Can’t delete: this is an important rule: if it’s still in 
Google’s cache, you can’t put it in the trash.  The most 
effective tool to address this is a strategic pause before 
you post.  Count to 3 and think: 
o To whom are you posting/Who is your audience? 

o Is this post appropriate for all ages? 

o Does my post add value to the ongoing conversation?  

 

• Don’t steal, don’t reveal:  Give credit where it’s due, 
and acknowledge those who inspired you or provided 
information you’re passing along. In Twitter it’s as simple 
as a retweet or a mention, while in a blog you can share 
link love. And if information is proprietary or confidential, 
don’t disclose it in social platforms. 

 



And  
Keeping this simple is critical, but there are some additional rules that 
are worth remembering and applying. 

•  Don’t endorse as a matter of course. 

•  Supervisors: Don’t initiate an employee friend request at your 
own behest. 

•  Separate your circle of friends from patients you mend. 

•  Corporate logo in your username is a no go. 

•  Adding a disclaimer is probably saner. 

•  Don’t practice on the Internet, regardless of your good intent. 

•  Always surmise that HIPAA applies. 

•  Speak on your behalf, not that of staff. 

•  Anonymity is really gimmicky 

•  If you chat about your company, identify abundantly 
 

• Farris Timimi, M.D., is medical director for the Mayo Clinic Center 
for Social Media 



Ball State University 
• Develop and follow policies for ALL social media 

sites, including personal 

• Protect confidential and proprietary information. 

• Respect copyright and fair use 

• Don’t use Ball State for Logos and endorsements 

• Respect university time and property 

• Best practices 
o Think twice before posting 

o Strive for accuracy 

o Be respectful 

o Remember your audience 

o On personal sites, identify your views as your own 



Table Top Discussion Task 
 

 

• Identify a category of interest 

• Create 1-3 bullet points  

• Developing social media policy: 
o Patient/Provider  Relationship 

o Online classroom behaviors 

o Faculty/Staff Student interactions 

 

 

 



Recommendations 
• All members of the student body, faculty and staff 

members and administrators should be educated 
concerning the ethical and legal issues surrounding 
social media. 

• College and student honor codes needs to be 
examined to determine if they attend to 
eprofessionalism issues. 

• College and schools should be consistent with regard as 
to how they should use social media information for 
students. 

• Protect confidential and proprietary information of the 
organization and its clients/patients. 

 
o Cain and Fink Legal and Ethical Issues Regarding Social 

Media And Pharmacy Education. Am J. Pharmaceutical 
Educ. 2010 74 (10) 



Thank you! 
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